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AAS in Information
Technology Cybersecurity
Information technology is one of the fastest-growing career elds today. e
IT Cybersecurity curriculum at Gallatin College MSU prepares students
to support the information security needs of businesses. Upon successful
completion of the program, students will be able to identify cyber threats,
implement and maintain proper security measures, respond to system
intrusions, and provide creative solutions to emerging risks. In addition
to their associates degree, the curriculum prepares students to earn the
following certications: CompTIA A+ certication, CompTIA Network
+ certication, CompTIA Security+ certication, CompTIA Linux+
certication, CompTIA CySA+ certication, the Certied Ethical Hacker
EC-Council CEH certication, and the Cisco Certied Network Associate
(CCNA).

Program Learning Outcomes
• Demonstrate effective verbal and written communication.
• Design, install, congure, and maintain network infrastructure

equipment and software.
• Demonstrate knowledge of computer and network security terms and

concepts.
• Implement, congure, and troubleshoot network security software and

hardware.
• Administer computer systems and networks in a responsible and ethical

manner.
• Develop and implement information assurance and security policies,

including emergency management.

Year 1 Credits
Fall Spring

WRIT 101W - College Writing I 3  
ITS 164 - Networking Fundamentals (First 8 weeks) 3  
ITS 280 - Computer Repair Maintenance (First 8
weeks)

4  

ITS 163 - Windows and Conguration (Second 8
weeks)

4  

ITS 218 - Network Security (Second 8 weeks) 3  
ITS 110 - Introduction to Networking and Cabling
(First 8 weeks)

  3

ITS 170 - Microsoft Windows Serve (First 8 weeks)   4
ITS 142 - CCNA 2: Discovery (Second 8 weeks)   4
ITS 224 - Introduction to Linux (Second 8 weeks)   4
M 105Q - Contemporary Mathematics   3
Year Total: 17 18
Year 2 Credits

Fall Spring
ITS 250 - CCNA 3: Exploration 3  
ITS 252 - CCNA 4: Exploration 3  
CSCI 107 - Joy and Beauty of Computing 3  
ITS 271 - Securing Desktop/Mobile Devices 4  
COMX 222 - Professional Communication 3  
CSCI 127 - Joy and Beauty of Data   4
WRIT 121 - Introduction to Technical Writing   3
ITS 272 - Cyber Defense   3
ITS 274 - Ethical Hacking and Network Defense   3
ITS 299 - Capstone   3

Year Total: 16 16
Total Program Credits: 67


